Installing/Uninstalling Client-Side Password Reset Components
Through a Group Policy (GPO)

1. Right-click on the domain or OU on which you wish to create the group policy and select Properties
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2. On the Group Policy tab, click the New button and enter a name for the GPO you wish to create.
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3. With the GPO highlighted, click on the Edit button. This will display the Group Policy Editor.
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4. Expand “Windows Settings” under “Computer Configuration” and select “Scripts (Startup/
Shutdown)”

5. With “Scripts” highlighted, double-click on “Startup” from the right pane. This will display the
“Startup Properties” window.
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6. On this window, we will add the script file that will be run by the GPO. Click on the Show Files
button and copy the “PasswordResetInstallation.vbs” or “PasswordResetUnInstallation.vbs”
script into the window that appears and close the window

NOTE: The scripts are deployed by the password reset installer under the [INSTALL PATH]\
HSPwdReset\HSPasswdRst folder. If the location of the Installation files is changed, script files will

need to be modified.

To do this, open the “PasswordResetinstallation.vbs” or “PasswordResetUnlInstallation.vbs” file
in any text editor and replace the highlighted area in the following screenshot with the new UNC path.
Be sure not to append the end of the path with a slash “\’

] PasswordResetInstallation - Notepad M=l E3
File Edit Format Wiew Help

option Explicit

CONST HKEY_LOCAL_MACHINE = &H80000002
Dim svalue

Djm objwmMIservice, obthem, colIitems
Dim
dim
Dim
Dim
Dim

operatingsystem
oRe

UNCPath
On Error Resume Next

UNCPath = "

"wscript.echo "Getting User NMName.."
call GetUserName
"wscript.Echo "User Name retrieved.”

if (Instr{version,5)=0) Then

if (isXPRegistered =false) then
call CopyxP
end if
elseif (Version =6.1) then

"wscript.echo "version =6.1"
call copywindows?
i

£
IE.U) then

en
elseif (Version

Copywindows?
end if

else

Msgbox ("Operating system not supported™)
end if

'Create web key value

'wscript.eEcho "Createwebkey called”

if (isHDTCReset

false) then

1

strComputer, strList, strKeyPath, strvalueName

fileLocationed4Gina, fileLocation32Gina, fileLocationwin?32, fileLocationwinied, fileLocationPass

'Set UNCPath here [Network share Folder]

if(iswindows7Registered =false) then

if(iswindows7Registered =false) then
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7. With the script now stored in this GPO, click on Add button.

8. Click on the Browse button and select the “PasswordResetInstallation.vbs” or
“PasswordResetUnlInstallation.vbs” file

Add a Script
Script Name:
IF‘asswnrdﬂesetInstallatiu:nn.ubs Browse. ..
Script Parameters:
QK Cancel

Once completed, click OK on the “Add a Script”’ box and again for the Startup Properties box.

9.

With the script added, next we will set the administrative template to be used. From the Group Policy

Object Editor, Select “Scripts” found under Computer Configuration > Administrative Templates

> System
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10. Within the right pane, double-click “Run logon scripts synchronously”, select “Enabled”, and click
OK
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11. With scripts still selected, from the right pane, double-click “Maximum wait time for group policy
scripts” , select “Enabled”, and click OK
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12. With “logon” selected in the left pane, double-click “Always wait for the network at computer
startup and logon” within the right pane, select “Enabled”, and click OK

ct Editor =] E3

File Action Wiew Help

e = | 2@ R @ m

H55tartup [hsgaldo. HSQAL Local] Policy
Computer Configuration

[Z1 Software Settings

Group Policy Ol

R X Always wait for the network at Setting I State |
@ |nd0ws Settings computer startup and logon @ Don't display the Getting Started welcome screen at logon Mot configured
(]| Seripts (StartupfShutdavin) | & Always use classic logon Mok configured
?E.CLII’IE}." Settings Display Eroperties @ Fun these programs at user logon Mot configured
(Z Administrative Templates . X
2] Windows Comporents Requirements: ] @ Do not process the run once |ISF Mok conf!gured
E-E2 System SFJFE::;;\;LI;Doio\f\sil:\élonagvgiilr . {48 Da nat process the legacy run list Mot corfigured
_____ (3 User Profiles Farrily ﬁ Always wait For the network at computer startup and logon Enabled

g Logon Drescription: i .
S Determines whether windows xF  Setling | Explalnl

""" (3 Disk Quatas waits Far the netwark during

[+ Met Logon computer startup and user logor @ 2 it for th v al
_____ [ Group Palicy default, Windows %P does not w ways wait for the netwaork at computer startup and logon
..... [_ Remate Assistance Faor the netwark to be Fully initial

at skartup and lagon. Existing us

[ System Restore are logged on using cached

" Mot Configured

(3 Error Reporting credentials, which resulks in shor )
----- (23 windows File Protection logon times. Group Policy is appli ¢ Disabl d
..... (21 Remate Pracedure Call the background once the networ L=
(-] Windaows Time Service becomes available.
=23 In.ter.net Commurication Mana | yove that because this is a
(-] Distributed COM background refrash, extensions

- Metwork as Software Installation and Folo
Redirection take bwo logons to a
changes. To be able o operate
X safely, these extensions require
(21 Software Settings nio users be logged on. Therefor
(23 windows Settings they must be processed in the
(2 Administrative Templates foreground before users are ack
using the carmputer, In addition,
changes that are made to the us

4 | Y Exterded A Standard Vi
| Supported an: At least Microsaft Windows %P Professional or YWinda...

Previous Setting | Hext Setting |

Ok I Cancel | Apply |

13. With “Group Policy” selected in the left pane, double-click on “Group Policy slow link detection”
within the right pane, select “Enabled”, and click OK
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Next, we will apply the policy to computer accounts. To simplify this, it is recommended that all
computer accounts be placed in a single group.

14. Right-click the main GPO node and click on Properties
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15. From the Security tab, add the computer accounts or the group(s) containing the computer accounts
and grant them “Read” and “Apply Group Policy” permissions
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16. Select Authenticated Users group and click Remove
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Apply

17. Click Apply and close the windows including the GPO Editor

18. Now reboot all the client machines to execute the new GPO.

Note: Refer to http://support.microsoft.com/kb/840669 for Windows XP Sp1 and Sp2.
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